PACKAGE PROPOSAL FOR COUNCIL POSITIONS ON ALL TEXTS IN THE RECAST RELATING TO THE CYBER-SURVEILLANCE TEHCNOLOGY BY CYPRUS, ESTONIA, FINLAND, IRELAND, ITALY, POLAND, SPAIN, SWEDEN ANDTHE UNITED KINGDOM 
Recitals

5
.  In response to indications that certain cyber-surveillance technologies exported from the Union have been misused by persons complicit in or responsible for directing or committing serious violations of human rights or international humanitarian law in situations of armed conflict or internal repression, it is appropriate to devote more attention to the implementation, enforcement and transparency of export control of dual-use items. 
At the same time, Member States should increase their efforts in the international export control regimes for the adoption of appropriate updates to the control lists.   

6.
 Member States should make a concerted effort in the Wassenaar Arrangement for the inclusion in that international export control regime of dual-use items which might be used in serious violations of international humanitarian law, international human rights or severe internal repression. 

17.
 Decisions to update the common list of dual-use items subject to export controls  in Section A of Annex I should  must be in conformity with the obligations and commitments that Member States  and the Union  have accepted as members of the relevant international non-proliferation regimes and export control arrangements, or by ratification of relevant international treaties. 
Article 2.
1.‘dual-use items’ shall mean items, including software and technology, which can be used for both civil and military purposes, and shall include:
 (a) items which can be used for the design, development, production or use of nuclear, chemical and biological weapons and their means of delivery, including  all goods which can be used for both non-explosive uses and assisting in any way in the manufacture of nuclear weapons or other nuclear explosive devices;

 new





Article 4.1.d
 new



 599/2014 Art. 1.3

Article 8 

Article 15 16

1. The power to adopt delegated acts is conferred on the Commission subject to the conditions laid down in this Article.
 new

2. The Commission shall be empowered to adopt delegated acts in order to amend the lists of dual-use items set out in Annex I and Section B of Annex IV, as follows: 
 428/2009 (adapted)

 new
1. 
(a) Tthe list of dual-use items set out in Annex I shall be updated updated in conformity with the relevant obligations and commitments, and any modification thereof, that Member States  and the Union  have accepted as members of the international non-proliferation regimes and export control arrangements, or by ratification of relevant international treaties.  Where the amendment of Annex I concerns dual-use items which are also listed in Annexes II   and IV, Section B,   those Annexes shall be amended accordingly. 
 new



Article 23 21
1. A Dual-Use Coordination Group chaired by a representative of the Commission shall be set up. Each Member State shall appoint a representative to this Group. It shall examine any question concerning the application of this Regulation which may be raised either by the chair or by a representative of a Member State.

2. The Chair of the Dual-Use Coordination Group or the Coordination Group shall, whenever it considers it to be necessary, consult exporters, brokers and other relevant stakeholders concerned by this Regulation.
 new

3. 
The Dual-Use Coordination Group shall, where appropriate, set up technical expert groups composed of experts from Member States to examine specific issues relating to the implementation of controls, including issues relating to the updating of the Union control lists in Annex I. Technical expert groups shall, where appropriate, consult exporters, brokers and other relevant stakeholders concerned by this Regulation. 
Annexes



�In this recital we do not wish to have ideas of new categories of items or guidelines. Instead, we propose improving implementation, enforcement and transparency and developing sanctions. (Note: if somebody in the like-minded group has a problem with one or several element which we propose instead, FI would be ready to delete that element to keep our group united).





�We add to the recitals that we do want to keep the listings up to date but we wish this to be done in the regimes also in the future, not unilaterally by the EU





�We do not wish to have unilateral EU definitions or to widen the catch-all. Instead, we do support continuing and reinforcing the  efforts to address the relevant issues in the WA to reach a consensus there  





�Some WA MSs will be staunchly opposed to the perceived ‘expansion’ of the regime to cover human rights (non-military end-use) concerns, so while we wish to step up our work, our efforts must be explicitly within the limits of dual-use.


�We do not wish to have an EU autonomous list or more delegation of powers


�We do not wish to extend the definition of dual use items


�As above


�We do not wish to extend the catch-all


�As a group we make no text proposal regarding Article 8 while individual countries may make proposals. As a group we make a comment regarding the nature of the Article 8: We wish to retain the nature of the Article 8 as it is in the current regulation, namely that Article 8 gives the Member States possibilities to make prohibitions or impose authorization requirements if they so wish to do so and in the way they may wish to do it. Article 8 mentions possibilities for Member States but does not create obligations or restrictions for Member States.   


�We do not wish to have an EU autonomous list or increase the delegation of powers


�We do not wish to have an EU autonomous list


�We support the work STEG is doing, among these technical expert groups. STEG (Technical Sub-group on ICT Surveillance Technology) can support the mobilisation of technical expertise from the European Commission, the Member States and EU industry, as appropriate, to contribute to the discussion of controls on surveillance technology and the effective protection of human rights in the context of exports of such technologies.  The Technical Sub-group on ICT Surveillance Technology can present the results of its discussions in the form of technical reports and/ or issue papers to the Dual-Use Coordination Group. Without prejudice to the EU decision-making procedures, these technical reports may include recommendations for EU action, including in the form of proposals by the EU or an EU Member State, to multilateral export control regimes. Priority areas of work can include the support of Member States for efforts to adopt in the Wassenaar Arrangement updates to the control list.  





�We do not wish to have an EU autonomous list





